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1 Other
b. Criminal activity/investigation
 Subpeona, search warrant, or other court order
Litigation hold request (ala e-Discovery)
Online theft, fraud
Threatening communication
Child pornography
Physical theft, break-in
c. Denial of Service
f  Single or distributed (DoS or DDoS)
1 Inbound or outbound
d. Digital Millennium Copyright Act (DMCA) violation
f Official DMCA notification from copyright owner or legal
representative
T Illegal distribution of copyrighted or licensed material (movies, music,
software, games)
T Illegal possession of copyrighted or licensed material
e. Malicious code activity
" Worm, virus, Trojan

= —a —a _—_a _—a

! Botnet
 Keylogger
! Rootkit

f. Policy violation
K-Sfate policy violation |
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f Unauthorized login attempts
f  Brute force password cracking attempts
{ Stolen password(s)
I.  UnZpatched vulnerability
f Vulnerable operating system
' Vulnerable application
' Vulnerable web site/service
' Weak or no password on an account
m. Web/BBS defacement
1 Defacement of web site
' Inappropriate post to BBS, wiki, blog, etc.
Redirected web site
n. No Incident
1
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f  Threatens confidential data (for example, the compromise of a
server that contains credit card numbers or names with social
security numbers)

' Adversely impacts an enterprise system or service critical to the
operation of a major portion of the university (for example, e-mail,
student information system, financial information system, human
resources information system, learning management system,
Internet service, and a major portion of the campus network)

f Poses a significant and immediate threat to human safety, such as
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o0 *“Handbook for CSIRTs” from CERT CC,” April 2003 -
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Data Classification and Security Policy
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Proprietary Data — Data provided to Kansas State University by a third
party, such as a corporation or government agency, is owned by the third
party unless explicitly stated otherwise in the contractual agreement.
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Security Control Data Classification
Category
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Security Control
Category

Data Classification

Public

| Internal
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Security Control
Category
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| Security Control | Data Classification |
Category
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IDS - Intrusion Detection System; a system that monitors network traffic to
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State of Kansas
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