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Security Incident Reporting and Management Policy for Kansas State 
University 

 
Authorȡ (ÁÒÖÁÒÄ 4Ï×ÎÓÅÎÄȟ #ÈÉÅÆ )ÎÆÏÒÍÁÔÉÏÎ 3ÅÃÕÒÉÔÙ /ÆÆÉÃÅÒ 
Date last modifiedȡ /ÃÔÏÂÅÒ ρτȟ ςππψ 
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¶ /ÔÈÅÒ 
ÂȢ Criminal activity/investigation 
¶ 3ÕÂÐÅÏÎÁȟ ÓÅÁÒÃÈ ×ÁÒÒÁÎÔȟ ÏÒ ÏÔÈÅÒ ÃÏÕÒÔ ÏÒÄÅÒ 
¶ ,ÉÔÉÇÁÔÉÏÎ ÈÏÌÄ ÒÅÑÕÅÓÔ ɉÁÌÁ ÅȤ$ÉÓÃÏÖÅÒÙɊ 
¶ /ÎÌÉÎÅ ÔÈÅÆÔȟ ÆÒÁÕÄ 
¶ 4ÈÒÅÁÔÅÎÉÎÇ ÃÏÍÍÕÎÉÃÁÔÉÏÎ 
¶ #ÈÉÌÄ ÐÏÒÎÏÇÒÁÐÈÙ 
¶ 0ÈÙÓÉÃÁÌ ÔÈÅÆÔȟ ÂÒÅÁËȤÉÎ 

ÃȢ Denial of Service 
¶ 3ÉÎÇÌÅ ÏÒ ÄÉÓÔÒÉÂÕÔÅÄ ɉ$Ï3 ÏÒ $$Ï3Ɋ 
¶ )ÎÂÏÕÎÄ ÏÒ ÏÕÔÂÏÕÎÄ 

ÄȢ Digital Millennium Copyright Act (DMCA) violation 
¶ /ÆÆÉÃÉÁÌ $-#! ÎÏÔÉÆÉÃÁÔÉÏÎ ÆÒÏÍ ÃÏÐÙÒÉÇÈÔ Ï×ÎÅÒ ÏÒ ÌÅÇÁÌ 
ÒÅÐÒÅÓÅÎÔÁÔÉÖÅ 

¶ )ÌÌÅÇÁÌ ÄÉÓÔÒÉÂÕÔÉÏÎ ÏÆ ÃÏÐÙÒÉÇÈÔÅÄ ÏÒ ÌÉÃÅÎÓÅÄ ÍÁÔÅÒÉÁÌ ɉÍÏÖÉÅÓȟ ÍÕÓÉÃȟ 
ÓÏÆÔ×ÁÒÅȟ ÇÁÍÅÓɊ 

¶ )ÌÌÅÇÁÌ ÐÏÓÓÅÓÓÉÏÎ ÏÆ ÃÏÐÙÒÉÇÈÔÅÄ ÏÒ ÌÉÃÅÎÓÅÄ ÍÁÔÅÒÉÁÌ 
ÅȢ Malicious code activity 
¶ 7ÏÒÍȟ ÖÉÒÕÓȟ 4ÒÏÊÁÎ 
¶ "ÏÔÎÅÔ 
¶ +ÅÙÌÏÇÇÅÒ 
¶ 2ÏÏÔËÉÔ 

ÆȢ Policy violation 
¶ +Ȥ3ÔÁÔÅ ÐÏÌÉÃÙ ÖÉÏÌÁÔÉÏÎ ¶ ¶ 
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¶ 5ÎÁÕÔÈÏÒÉÚÅÄ ÌÏÇÉÎ ÁÔÔÅÍÐÔÓ 
¶ "ÒÕÔÅ ÆÏÒÃÅ ÐÁÓÓ×ÏÒÄ ÃÒÁÃËÉÎÇ ÁÔÔÅÍÐÔÓ 
¶ 3ÔÏÌÅÎ ÐÁÓÓ×ÏÒÄɉÓɊ 

ÌȢ UnȤpatched vulnerability 
¶ 6ÕÌÎÅÒÁÂÌÅ ÏÐÅÒÁÔÉÎÇ ÓÙÓÔÅÍ 
¶ 6ÕÌÎÅÒÁÂÌÅ ÁÐÐÌÉÃÁÔÉÏÎ 
¶ 6ÕÌÎÅÒÁÂÌÅ ×ÅÂ ÓÉÔÅȾÓÅÒÖÉÃÅ 
¶ 7ÅÁË ÏÒ ÎÏ ÐÁÓÓ×ÏÒÄ ÏÎ ÁÎ ÁÃÃÏÕÎÔ 

ÍȢ Web/BBS defacement 
¶ $ÅÆÁÃÅÍÅÎÔ ÏÆ ×ÅÂ ÓÉÔÅ 
¶ )ÎÁÐÐÒÏÐÒÉÁÔÅ ÐÏÓÔ ÔÏ ""3ȟ ×ÉËÉȟ ÂÌÏÇȟ ÅÔÃȢ 
¶ 2ÅÄÉÒÅÃÔÅÄ ×ÅÂ ÓÉÔÅ 

ÎȢ No Incident  
¶ 



DRAFT  DRAFT 

 6 of 23 

¶ 4ÈÒÅÁÔÅÎÓ ÃÏÎÆÉÄÅÎÔÉÁÌ ÄÁÔÁ ɉÆÏÒ ÅØÁÍÐÌÅȟ ÔÈÅ ÃÏÍÐÒÏÍÉÓÅ ÏÆ Á 
ÓÅÒÖÅÒ ÔÈÁÔ ÃÏÎÔÁÉÎÓ ÃÒÅÄÉÔ ÃÁÒÄ ÎÕÍÂÅÒÓ ÏÒ ÎÁÍÅÓ ×ÉÔÈ ÓÏÃÉÁÌ 
ÓÅÃÕÒÉÔÙ ÎÕÍÂÅÒÓɊ 

¶ !ÄÖÅÒÓÅÌÙ ÉÍÐÁÃÔÓ ÁÎ ÅÎÔÅÒÐÒÉÓÅ ÓÙÓÔÅÍ ÏÒ ÓÅÒÖÉÃÅ ÃÒÉÔÉÃÁÌ ÔÏ ÔÈÅ 
ÏÐÅÒÁÔÉÏÎ ÏÆ Á ÍÁÊÏÒ ÐÏÒÔÉÏÎ ÏÆ ÔÈÅ ÕÎÉÖÅÒÓÉÔÙ ɉÆÏÒ ÅØÁÍÐÌÅȟ ÅȤÍÁÉÌȟ 
ÓÔÕÄÅÎÔ ÉÎÆÏÒÍÁÔÉÏÎ ÓÙÓÔÅÍȟ ÆÉÎÁÎÃÉÁÌ ÉÎÆÏÒÍÁÔÉÏÎ ÓÙÓÔÅÍȟ ÈÕÍÁÎ 
ÒÅÓÏÕÒÃÅÓ ÉÎÆÏÒÍÁÔÉÏÎ ÓÙÓÔÅÍȟ ÌÅÁÒÎÉÎÇ ÍÁÎÁÇÅÍÅÎÔ ÓÙÓÔÅÍȟ 
)ÎÔÅÒÎÅÔ ÓÅÒÖÉÃÅȟ ÁÎÄ Á ÍÁÊÏÒ ÐÏÒÔÉÏÎ ÏÆ ÔÈÅ ÃÁÍÐÕÓ ÎÅÔ×ÏÒËɊ 

¶ 
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Data Classification and Security Policy 





DRAFT  DRAFT 

 14 of 23 

Proprietary Data ɀ $ÁÔÁ ÐÒÏÖÉÄÅÄ ÔÏ +ÁÎÓÁÓ 3ÔÁÔÅ 5ÎÉÖÅÒÓÉÔÙ ÂÙ Á ÔÈÉÒÄ 
ÐÁÒÔÙȟ ÓÕÃÈ ÁÓ Á ÃÏÒÐÏÒÁÔÉÏÎ ÏÒ ÇÏÖÅÒÎÍÅÎÔ ÁÇÅÎÃÙȟ ÉÓ Ï×ÎÅÄ ÂÙ ÔÈÅ ÔÈÉÒÄ 
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Security Control 
Category 

Data Classification 
Public Internal Confidential 
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Security Control 
Category 

Data Classification 










