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A. System security plans and documentation — System security plans and documentation
must be prepared for all enterprise information systems or other systems under
development that require special attention to security due to the risk of harm resulting
from loss, misuse, or unauthorized access to or modification of the information therein.
Such plans should provide an overview of the security requirements of the system and
describe the controls in place or planned for meeting those requirements through all
stages of the system’s life cycle. When the system is modified in a manner that affects
security, system documentation must be reviewed-and updated accordingly.

B. Separate development, testing, and production environments — System development,
testing, and production should be performed in separate environments.

C. Test data — Testing of enterprise information systems should be done with fabricated data
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State faculty staff, or students, or c) related to institutional processes on or off campus.
This applies to any format or media (in other words, it is not limited to electronic data).

.070 Roles and Responsibilities
A. Chief Information Security Officer (CISO)
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6. NIST Special Publication 800-18, revision 1;
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