DRAFT DRAFT

Security Incident Reporting and Management Policy for Kansas State University

Author: Harvard Townsend, Chief Information Security Officer
Date last modified: October 14, 2008

lof7






DRAFT DRAFT

c. Denial of Service
e Single or distributed (DoS or DDoS)
e Inbound or outbound
d. Digital Millennium Copyright Act (DMCA) violation
« Official DMCA notification from copyright owner or legal representative
» lllegal distribution of copyrighted or licensed material (movies, music, software, games)
« lllegal possession of copyrighted or licensed material
e. Malicious code activity
e Worm, virus, Trojan

e Botnet
« Keylogger
e Rootkit

f. Policy violation
e K-State policy violation
= Violation of student code of conduct
« Personnel action/investigation

g. Reconnaissance activity
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b) Medium
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VIl. Related K-State and State of Kansas Policies and Procedures
= Security Incident Management Procedures for Kansas State University (DRAFT)
e Security for Information, Computing and Network Resources -
http://www.k-state.edu/policies/ppm/3430.html
e Information Technology Usage Policy - http://www.k-state.edu/policies/ppm/3420.html
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