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Security Control 
Category 

Data Classification 
Public Internal Confidential 

recommended 
Media Sanitization If system will be re-

used:  Re-format hard 
drive(s) 
 
 
 
 
If system will not be 
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V. Roles and Responsibilities 
Everyone with any level of access to University Data has responsibility for its security and is 
expected to observe requirements for privacy and confidentiality, comply with protection 
and control procedures, and accurately present the data in any type of reporting function. 
The following roles have specific responsibilities for protecting and managing University 
Data and Data Collections. 
 
A. Chief Data Steward – Senior administrative officers of the university responsible for 

overseeing all information resources (e.g., the Provost, Vice President for 
Administration and Finance, and Vice President for Institutional Advancement) 

 
B. Data Steward – Deans, associate vice presidents, and heads of academic, administrative, 

or affiliated units or their designees with responsibility for overseeing a collection (set) 
of University Data. They are in effect the 
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C. Gramm-Leach-Bliley Act (GLBA - 
http://www.ftc.gov/privacy/privacyinitiatives/glbact.html) 

D. Electronic Communications Privacy Act of 1986 (ECPA - 
http://cio.doe.gov/Documents/ECPA.HTM) 

E. NIST Publication 800-88 “Guidelines for Media Sanitization” 


